aird>

AC4A490

User Guide
Version 4.2

Americas: +1800-492-2320 Option 2
Europe: +441628-858-940

Hong Kong: +852-2923-0610
wireless.support@lairdtech.com
www.lairdtech.com/ramp


mailto:wireless.support@lairdtech.com
http://www.lairdtech.com/ramp

AC4490 UselGuide
Version 4.2

REVISIONHISTORY

Version 1.0 Initial Release

Version 1.1 10/2012 Major changes and revisions throughout document
Version 2.0 04/5/2013 Major changes and revisions; updated format andlata
Version 3.0 -- -

Version 4.0 -- -

Updated download instructions for Laird Configuration Utility in section
How do | configure Sync to Channel?

Separated io two separate docs (Hardware Integration Guide and User
Version4.2 11 Dec 2013 Guide).

Added a Related Documents section.

Version 4.1 10 Dec 2013

FCC Notice

WARNING:This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions: (1) This device may not caus harmful interference and (2) This
device must accept any interference received, including interference that may cause
undesired operation.

RF Exposure/Installation Instructions

WARNING:To satisfy FCC RF exposure requirements for mobile transmitting éms, this
equipment must be professionally installed such that the end user is prevented from
replacing the antenna with a nonapproved antenna. The end user should also be prevente
from being within 20cm of the antenna during normal use with the excepton of hands,

feet, wrists and ankles.

=

The preceding statement must be included as a CAUTION statement in manuals for OEM
products to alert users on FCC RF Exposure compliance.

Caution: Any change or modification not expressly approved by Laird could vomld a Agoan§8oA] gpdknepu
operate the equipment
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AC4490RFTRANSCEIVER

The compact AC4490 900MHz transceiver can replace miles of cable in harsh industrial environments. Using
field-proven frequency hopping spread spectrum(FHS $technology which needs no additional FCC licensing
in the Americas, OEMs can easily make existing systems wireless with little or no RF expertise.

Overview

The AC4490 is a cost effective, high performance, frequency hoppingpread spectrum transceivedesigned
for integration into OEM systems operating under FCC part 15.247 regulations for the 900 MHz ISM band.

AC4490 transceivers provide an asynchronous TTL/BSb level serial interice for OEM Host communications,
which include both system and configuration data.The Host supplies system data for transmission to other
Host(s). Configuration data is stored in the orboard EEPROM. All frequency hopping, synchronization, and
RF system data transmission/reception is performed by the transceiver.

To boost dataintegriut A] j * Aoa_qnepu( Ap da-froverOFHSS tethnolayyfdatiing optioBab Ab e a h °
Data-Encryption Standards (DES). Fully transparent, these transceivers operate seamlessly in serial cable
replacement applications.

AC4490 transceivers can operate iffoint-to-Point, Pointto-Multipoint, Client-Server, or Peeto-Peer
architecture. One transceiver is configured as server withone or many client-configured transceivers
synchronizedto it. To establish synchronization between transceivers, trserveremits a beacon upon
detecting a beacon an RF link is establisheahd a GPO is toggled to signify to the host that the link is active

This document contains information about the hardware and software interface between a Laird AC4490
transceiver and an OEMHost. Information includes the theory of operation, specifications, interface definition,
configuration information and mechanical drawings. The OEM is responsible for ensuring the final product
meets all appropriate regulatory agency requirements listedenein before selling any product.

Additionally, this document contains a list ofRelated Documents and Files

Note: Unless mentioned by name, the AC4490 modulésn abanna’ > ApkA] oApdaA“" n] ek ©Ak
Individual naming is used to differentiate product specific features. The host (R@®licrocontroller /
=juA> are_aApkAsde_ _dApdaA=2005, Ai k ' ghaAeoA_kjja_pa’
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FEATURES
Networking and Security Easy to Use
A Generic I/O digital lines and integated DAC/ADC A Continuous 76.8 Kbps RF data stream
functions A Software selectable interface baud rates
A Retries and Acknowledgements from 1200 bps to 115.2 Kbps
A APl Commands to control packet routing and A Low cost, low power and small size ideal for
acknowledgement on a packetby-packet basis high volume, portable and battery powered
A Frequency Hopping Spread Spectrum for security applications
and interference rejection A All modules are qualified for Industrial
A Customizable RF Channel number and syster | temperatures €40° C to 85° C)
A Dynamic link analysis, remote radio discovery A Advanced configuration avdiable using AT
A Low latency and high throughput commands
A Hardware Protocol Status monitoring

THEORY OBPERATION

RF Architecture

The AC4490 utilizesa server-client network architecture where all clients synchronize their hopping to the
server. Theserver transmits a beacon during the firsRO milliseconds of every hopTheclient transceivers
listen for this beacon and upon hearing it, assert theirln_Range Low and synchronize hapwith the server.

Each network consiss of only one server. There should never be two servers on the same RRannel number
in the same coverage aredecausethe interference between the two servers will severely hinder RF
communications. For those applications requiring collocated servers, Laird recommends using the Spac
Channel featurg further explained in Appendix |: Syneto-Channel

Modes of Operation
The AC4490 has three differat operating modes

A Transmitmode
A Receivemode
A Command mode

If the transceiver is not communicating with another radio, iisin Receivemode actively lisening for a
beacon from the server. If the client determines that the beacon is from a server operating on the same RF
channel and system ID, it respond by asserting In_Range Low. A transceiver entes Transmit or Command
mode when the OEMhost sends data over the serial interfacelhe state of the CMD Data pin (Pin 17) or
the data contents deternine which of the two modes the transceiver enters
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Transmit Mode

All packets sent over the RF are either Addressed or Broadcast pask@&roadcast and Addressed delivery can
be controlled dynamically with the API Controfeature set, which can be enabled in the EEPROM
configuration. To prohibit transceivers from receiving broadcast packets, Unicadhly can be enabled.

When sending an addressed packet, the RF packet is sent only to the receiver specifiethan
destination address. To increase the odds of successful delivethye packet uses tansmit
retries. Transparent to the OEMost, the sending radio send the RF m@acket to the intended

Addressed receiver. If the receiver receives the packet errree it returns an RFAcknowledgement in

Packets the same 20ms hop. If aReceiveAcknowledgement is not received, the radio usea
transmit retry to resend the packet. Tks continues until either an acknowledgement is
received or all transmit retriesre used. The received packeis only sent to the OEM Host if
and when it is received free of errors.

When sending a broadcast packet, the RF packet is sent to every eligiblensceiver on the
network. To increase the odds of successful deliverif,uses troadcast attempts. Transparent
to the OEM host, the sending radio send the RF packet to the intended receiver(s).

Broadcast Unlike Transmit Rtries, all broadcast attempts are usedegardless of when the RF packet is

Packets actually received RF acknowledgments are not sent or received when a broadcast packet is
transmitted. If the packet is received on the first attempt, the receiver ignorethe remaining
broadcast attempts. The received paket is only sent to the OEMhost if and when it is
received free of errors.

Receive Mode

When a transceiver is not in Transmit or Command mode, is in Receivemode listening for data. While in
Receivemode, subsequent data of up to 80 bytes can be redeed every hop (20ms).

Command Mode

A radio enters Command mode when data is received over the serial interface from the OERbst and
contains the AT+++ (Enter AT Commandmode) commandor when the state of the CMD/DATA pin is
transitioned low. Once in Command mode, the radio interpretsall data received as command data.
Command data can be either EEPRONbnfiguration or on-the-fly commands.
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AC4490CONFIGURATION

AT Commands

The AT Command mode implemented in the AC4490 creates a virtual version of the Command/Data pin. The
"AjpanA=PA?kii]j Alk a©A?kii]j A]looanpoApdeoArenpqg] hAl
AT Commandl k> a©A?kii]j A]l]ooanpoApdeoArenpg] hAl ej ADecdA$pkA
Low, all Onrthe-Fly CC Commands documented in the manual are supported.

Note: The Command/Data RX Disable feature can be enabled in firmware versions 8.6+. #henabled in
EEPROM, the radio disables the RF receiver while pin 17 (Command/Data) is Low. To ensure that
the radio is not in the middle of transmitting data to the OEM Host, the host should be prepared
to receive data for up to 20ms after taking pin 17Low.

On-the-Fly Control The AC4{9O transceiver cogtains sta}ic memory that holds many of the parameters

Commands pd] pA_kjpnkhApdaApn]jo_aeranAkl an] pek
these parameters to be changed during system operation. Begse the memory
these commands affect is static, when the transceiver is reset, these parameters wil
revert back to the settings stored in the EEPROM. While in CC Command mode
using pin 17 (Command/Data), the RF interface of the transceiver is still active
Therefore, it can receive packets from remote transceivers while in CC Command
mode and forward these to the OEM Host.

AT Command Mode  While in CC Command mode using AT Commands, the RF interface of the
transceiver is active, but packets sent from othdransceivers will not be received.
The transceiver uses Interface Timeout/RF Packet Size to determine when a CC
Command is complete. Therefore, there should be no delay between each characte
as it is sent from the OEM Host to the transceiver or the traegiver will not
recognize the command.

The link between the OEM host and the transceiver does not need to resync when
exiting Command Mode. Acknowledgements will be sent while in Command Mode,
but the packet will be dumped on the receiving end.However, f an RF packet is
received before the Interface Timeout expires on a CC Command, the transceiver w
send the packet to the OEM Host before sending the CC Command response.

When an invalid command is sent, the radio scans the command to see if it has a
valid command followed by bytes not associated with the command, in which case
the radio discards the invalid bytes and accepts the command. In all other cases, th
radio returns the first byte of the invalid command tothe user and discards the rest.

Tablel1: Command Quick Reference

Enter Command Mode | 0x41 0x54 | Ox2B 0x2B 0x2B 0x0D 0xCC 0x43 0x4F 0x4D
Exit Command Mode 0xCC | 0x41 0x54 0x4F 0x0D - 0xCC 0x44 0x41 0x54
Satus Request 0xCC | 0x00 0x00 - - - 0xCC Firmware 0x00: Server
Version 0x01: Client in range
0x03: Out of range
Change Channel 0xCC | 0x02 | New Channel - - 0xCC New Channel | -
Change Server/Client | OXCC | 0x03 | 0x00: Server - - 0xCC Firmware 0x00: Server
0x03: Client Version 0x03: Client
Americas: +1800-492-2320 Option 2 9 CONNGUIDE_AC4490
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Change Sync 0xCC | 0x05 New Sync - - 0xCC New Sync - -
Channel Channel Channel
Sleep Walk Power 0xCC | 0x06 - - - - 0xCC Channel - -
Down
Sleep Walk Wake Up | OxCC | 0x07 - - - - 0xCC Channel - -
Broadcast OXCC | 0x08 | 0x00: Addressed - 0xCC 0x00 or - -
Packets 0x01: Broadcast 0x01
Write Destination OXxCC | 0x10 | Byte 4 of Byte 5 Byte 6 | OxCC Byte 4 of Byte 5 Byte 6
Address Dest. MAC Dest.MAC
Read Destination 0xCC | Ox11 - - - - 0xCC Byte 4 of Byte 5 Byte 6
Address Dest. MAC
Forced Calibratn 0xCC | 0x12 | Ox00 0x00 - - 0xCC Firmware 0x00: Server in
Version Normal Operation
0x01: Client in
Normal Operation
0x02: Server in
Acquisition Sync
0x03: Client in
Acquisition Sync
Auto Destination OXCC | 0x15 | bit-0: Auto Destination 0xCC bit-0: Auto Destination
bit-1: Auto Channel bitl: Auto Channel
bit-4: Enable Auto Destination bits-2-7: 0
bit-5: Enable Auto Channel
Read Digital Inputs 0xCC | 0x20 - - - - 0xCC bit-0: GIO - -
bit-1: GI1
Read ADC 0xCC | 0x21 0x01: AD In - - 0xCC MSB of10 LSB of 10 bit ADC
0x02: Temp bit ADC
0x03: RSSI
Report Last Valid RSSI | 0xCC | 0x22 - \ - - - 0xCC RSSI - -
Write Digital 0xCC | 0x23 | bit-0: GOO - - 0xCC bit-0: GOO - -
Outputs bit-1: GO1 bit-1: GO1
Write DAC OXCC | 0x24 | Update | Duty - - 0xCC Update Duty -
Period Cycle Period Cycle
Set Max Power 0xCC | 0x25 New Max Power - 0xCC Max Power - -
Report Last Packet 0xCC | 0x26 - - - - 0xCC RSSI - -
RSSI
Long Range Modé OXCC | 0x27 | 0x00: Normal Mode (Disabled) 0xCC 0x00: Normal Mode (Disabled)
0x01: Long Range Mode (Enabled) 0x01: Long Rang@ Mode (Enabled)
Transmit Buffer Empty | OxCC | 0x30 - - - - 0xCC 0x00 - -
Disable Sync to 0xCC | 0x85 - - - - 0xCC Channel - -
Channel
Deep Sleep Mode O0xCC | 0x86 - - - - 0xCC Channel - -
Enter Probe OXCC | Ox8E | 0x00: Enter Probe - 0xCC 0x00 or - -
0x01: Exit Probe 0x01
Read Temperature 0XCC | 0xA4 - - - - 0xCC Temp (C) - -
Read Temperature at | OXCC | OxA5 - - - - 0xCC Temp (C)
last calibration
EEPROM Byte Read OXCC | OxCO | Start Address Length 0xCC Start Length Data
Address
EEPROM Byte Write O0xCC | OxC1 | Start Address Length | Data Starting Address Length Data
written
Soft Reset OxCC | OXFF -1 - - - -] - - -
1. Available only on AC4490LR200 and AC4490LR1000 transceivers.
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Command Descriptions

Enter AT Command Mode

Prior to sending this command, the OEM Host must ensuretpgApdaApn]j o _aeran8oANBApn] |
If the buffer is not empty, the radio will interpret the command as data and it will be sent over the RF. This
can be accomplished by waiting up to one second between the last packet and the AT command.

Note: RF Packet Size must be set to a minimum of 6 to use this command.

Command: <0x41> <0x54> <0x2B> <0x2B> <0x2B> <0x0D>
Number of Bytes Returned: 4
Response: <OXCC> <0x43> <0x4F> <0x4D>

Exit AT Command Mode

The OEM Host should send this command to exit ARCommand mode and resume normal operation.

Command: <OxCC> <0x41> <0x54> <0x4F> <0x0D>
Number of Bytes Returned: 4
Response: <OxCC> <0x44> <0x41> <0x54>

StatusReguest

The OEM Host issues this command to request the status of the transceiver.

Command: <0xCC> <0x00> <0x00>
Number of Bytes Returned: 3
Response: <OxCC> <Version> <Status>
Parameter Range:
<Version> = Firmware version of radio
<Status> = 0x00: Server
0x01: Client in Range
0x03: Client out of Range

Change Channel

The OEM Host issues this command to change the channel of the transceiver.

Command: 0xCC 0x02 <Channel>

Number of Bytes Returned: 2

Response: 0xCC <Channel>

Parameter RangexChannel> = RF Channel in use
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Change Server/Client

The OEM Hat issues this command to change the mode of the transceiver froserverto client and vice
versa.

Command: <OxCC> <0x03> <Mode>
Number of Bytes Returned: 3
Response: <OxCC> <Version> <Mode>
Parameter Range:

<Mode> = 0x00: Server
0x03: Client
<Version> = Firmware version of radio

Change Sync Channel

The OEM Host issues this command to change the sync channel byte and enable sync to char®eé
Appendix |: Syneto-Channelfor more information.

Note: Valid only for server transceivers.

Command: <0xCC> <0x05> <Channel>

Number of Bytes Returned: 3
Response: <0xCC> <Channel>
Parameter RangexChannel> = Sync Channel

Sleep Walk PoweDown

After the host issues this command, theslient transceiver wil issueits In_Range lindogic high after entering
power down. A client in Power Dbwn will remain in sync with aserverfor a minimum of 2 minutes. To
maintain synchronization with theserver the client should re-sync at least once every 2 minutes. Thisdone
by sending the Power Down Wake |g command and waiting for the In_Range line tassue logic low Once
this occurs, theclient is in sync with the server and can be put back into powedown mode.

Note: This command is valid only for client transceévs.

Command: <OxCC> <0x06>

Number of Bytes Returned: 2

Response: <OxCC> <Channel>

Parameter RangexChannel> = RF Channel currently being used
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Sleep Walk PoweDown Wake Up
The OEM Host issues this command to bring thelient transceiver out of PowerDown mode.

Note: This command is valid only for client transceivers.

Command: <OxCC> <0x07>

Number of Bytes Returned: 2

Response: <OxCC> <Channel>

Parameter RangexChannel> = RF Channel currently being used

Broadcast Packets

The OEM Host issues thisoenmand to change the transceiver operation between Addressed Packets and
Broadcast Packets. If Addressed Packets are selected, the transceiver will send all packets to the transceiver
designated by the Destination Address programmed in the transceiver.Bfoadcast Packets are selected, the
transceiver will send its packets to all transceivers on that network.

Command: <0xCC> <0x08> <Mode>

Number of Bytes Returned: 2
Response: <OxCC> <Mode>

Parameter Range:<Mode> = 0x00: Addressed
0x01: Broadcast

Write Destination Address
The OEM Host issues this command to the transceiver to change the Destination Address.

Note: Only the three Least Significant Bytes of the MAC Address are used for packet delivery.

Command: <OxCC> <0x10> <MAC3> <MAC2> <MAC1>

Number of Bytes Returned: 4

Response: <OxCC> <MAC3> <MAC2> <MAC1>

Parameter RangesMAC>=0x00-, t BBA_knnaol kj “ej cApkA/ AHO>

Read Destination Address

The OEM Host issues this command to the transceiver to reatet destination address.

Note: Only the three Least Significant Bytes of the MAC Address are used for packet delivery.

Command: <OxCC> <0x11>

Number of Bytes Returned: 4

Response: <OxCC> <MAC3> <MAC2> <MAC1>

Parameter Range<xMAC> = 0x00 - OxFF correspoh e j ¢ A p k Adegtilhon BIACAKdoess
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Auto Calibration ForcedRealibration)

When enabled, Auto Calibrate causes the radio to measure the temperature every 30 to 60 seconds. If the
temperature changes more than 30°C from the last calibration, the mio will initiate a recalibration.

During the recalibration, the radio willnot assert CTS high. Recalibration can take up to 3 seconds and the
command response will not be sent to the OEM Host until recalibration is complete.

Note: If Auto Calibration is disabled the CL4490 radio may fail to lock onto frequency. If it does, the
radio timeouts after 5 ms and performs a recalibration.

Command: <0xCC> <0x12> <0x00> <0x00>

Number of Bytes Returned: 3

Response: <OxCC> <Version> <Status>

Parameter Range: <Version> = Firmware version of radio

<Status> = 0x00: Server in range

0x01: Client in range
0x02: Server out of range
0x03: Client out of range

Auto DestinationAuto Channel

The Host isues this command to change the Auto Destination & Auto Channel settings. When issuing this
command, the Auto Destination/Auto Channel settingss only changed if the corresponding enable bit is set.

Command: <OxCC> <0x15> <Auto Dest>
Number of Bytes Rettned: 2
Response: <0xCC> <Auto Dest>
Parameter Range:
<Auto Dest>= bit 7: Ignored
bit 6: Ignored
bit 5: Enable Auto Chan. Modification
bit 4: Enable Auto Dest. Modification
bit 3: Ignored
bit 2: Ignored
bit 1: Auto Channel
bit 0: Auto Destination
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Read Digital Inputs

The OEM Host issues this command to read the state of botfigital input lines.

Command: <OxCC> <0x20>
Number of Bytes Returned: 2
Response: <OxCC> <Digital In>

Parameter Range:
<Digital In> = bit-0: GIO
bit-1: GlI1

Read ADC

The OEM Host issues this command to read any of the three oolrd 10-bit A/D converters. Because the RF is
still active in Onthe-Fly Command Mode, the transceiver will not process the command until there is no
activity on the network. The Read RSSI command is therefore useful for detecting interfering sources bul w
not report the RSSI from a remote transceiver on the network. The equations for converting these 10 bits into
analog values are as follows:

Analog Voltage = (10 bits / 0x3FF) * 3.3V
Temperature {C) = ((Analog Voltage- 0.3) / 0.01) - 30
Instantaneais RSSI value (dBm -105 + (0.22 * (0x3FF- 10 bits))

Command: <OxCC> <0x21> <Port>
Number of Bytes Returned3
Response: <OxCC> <Hi ADC> <Lo ADC>
Parameter Range:
<Port> = 0x00: AD In
0x01: Temperature
0x02: InstantaneousRSSI
<Hi ADC> = MSB of requested 16bit ADC value
<Lo ADC> = LSB of requested 1bit ADC value

Report Last Valid RSSI

Since RSSI values are only valid when the local transceiver is receiving an RF packet from a remote transceiver,
instantaneous RSSI can be tricky to us&herefore, the transceiver stores the most recent valid RSSI value as
measured the last time the transceiver received a packet or beacon. The Host issues this command to retrieve
that value.

Note: This value will default to OxXFF on a client and 0x00rpa server if no valid RSSI measurement has
been made since poweiup.

Command: <OxCC> <0x22>
Number of Bytes Returned: 2
Response: <OXCC> <Last Valid RSSI>
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Table2: Received Signal Strength

-92 Cco -72 63
-91 BC -71 SF
-90 BB -70 5B
-89 B9 -69 58
-88 B8 -68 54
-87 AE -67 4F
-86 A9 -66 4B
-85 A2 -65 47
-84 92 -64 43
-83 8D -63 3D
-82 86 -62 2A
-81 82 -60 25
-80 7D -58 1A
-79 79 -56 16
-78 75 -54 13
=77 72 -52 11
-76 6F -50 OE
-75 6B -48 0D
-74 68 -46 0C
-73 66 -44 0B

Note: The receiver is saturated after45 dBm and cannot accurately measure the RSSI abovid dBm.

Write Digital Outputs

The OEM Host issues this command to write both digital output lines to particular sts.

Note: This command should only be used when Protocol Status (0xC2) is not set to OXE3.

Command: <0xCC> <0x23> <Digital Out>
Number of Bytes Returned: 2

Response: <OxCC> <Digital Out>

Parameter Range:
<Digital Out>= bit-0: GO0
bit-1: GO1

Write DAC

The OEM Host issues this command to write DA_Out to a particular voltage. The transceiver uses a PWM
(Pulse Width Modulator) to generate the analog voltage. The theory behind a PWM is that a binary pulse is
generated with a fixed rate(<Data 1>) and duty cycle(<Data 2>) As such, this pin toggles between High &
Low. This signal is filtered via an oiboard RC circuit and an analog voltage is generated.

Duty cycle specifies the ratio of time in one cycle that the pulse spends High propionate to the amount of
time it spends Low. So, with a duty cycle of 50% (0x80), the pulse is High 50% of the time and Low 50% of
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the time; therefore the analog vdtage would be half of 3.3V or 1.65V. A broad filter has been implemented
on the transceive and there is no advantage to using a slower update period. Generally, a faster update
period is preferred.

Command: <OxCC> <0x24> <Datal> <Data2>
Number of Bytes Returned: 3
Response<0xCC> <Datal> <Data2>

Parameter Range: <Datal> = Period of PWM, Hx value
<Data2> = Duty Cycle of PWM, Hex value

Datal = (T,,,,,* 14.7456°) -1 ;Where T, == Period of the PWM in seconds
255 Datal value is then converted from decimal to hex
Data2 = DC,_, ... * 255 ; Where DC_ .. == duty cyde of the PWM in decimal percent(50% = 0.5)

Note: The duty cycle is represented at this pin as an analog voltage. 50% duty cycle is half of 3.3V or
1.65V.

Set Max Power

The OEM Host issues this command to limit the maximum transmit power emitted by éhitransceiver. This can
be useful to minimize current consumption and satisfyertain regulatory requirements.

Note: The radios are shipped at maximum allowable power.

Command: <0xCC> <0x25> <Max Power>

Number of Bytes Returned: 2

Response: <0xCC> <Ma¥ower>

Parameter Range: <Max Power>= New Max Power setting

Output Power
Table3: AC4490-200

0 61 -22 0.01
1 64 -9 0.13
2 65 -3 0.5

3 66 1 1.26
4 67.5 4 2.51
5 70 7 5.01
6 73 9 7.94
7 77 10.5 11.22
8 83 12 15.85
9 88 13.5 22.39
A 93.5 145 28.18
B 99 155 35.48
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D 110.5 17 50.12
E 114.5 17.5 56.23
F 117.5 18.5 70.79

1E 126 19.5 89.13

60 127.5 20 100

Table4: AC4490-1000

0 430 -1 0.79
1 430 9 7.94
2 470 14 25.12
3 520 16.5 44.67
4 560 19 79.43
5 650 20.5 112.2
6 740 22 158.49
7 780 23 199.53
8 870 24.5 281.84
9 950 25 316.23
A 1000 26 398.11
B 1080 26.5 446.68
C 1130 27 501.19
D 1170 27.5 562.34
E 1260 28 630.96
F 1300 28 743

Long Range Mode

The OEM Host issues this command to temporarily enable or disable Long Range Mode in the transceiver.

Note: Only available on AC4490LR00 / AC4490LR1000 transceivers with firmware v6.7+.

Command: <OxCC> <0x27>
Number of Bytes Returned: 2
Response: <OxCC> <Mode>

Parameter Range:
<Mode> = 0x00: Disable Long Range Mode
0x01: Enable Long Range Mode
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Transmit Buffer Empty

The OEM Host issues this command to determine when the RFisanit buffer is empty. The Host will not
receive the transceiver response until that time.

Command: <OxCC> <0x30>
Number of Bytes Returned: 2
Response: <0xCC> <0x00>

Disable Syndo-Channel

The OEM Host issues this command to disable SytwzChannel mode. SeeAppendix i APIfor more
information.

Note: This command is valid only for servers.

Command: <OxCC> <0x85>

Number of Bytes Returned: 2

Response: <OxCC> <Channel>

Parameter RangexChannel> = RF Channel cuently being used

Deep Sleep Mode

The OEM Host issues this command to put the transceiver into Deep Sleep mode. Once in Deep Sleep mode,
the transceiver disables all RF communications and will not respond to any further commands until being
reset or power-cycled.

Note: This command is valid for both servers and clients.

Command: <OxCC> <0x86>
Number of Bytes Returned: 2

Response: <OxCC> <Channel>
Parameter RangexChannel> = RF Channel currently being used

Read Temperature

The OEM Host issues this comand to read the onboard temperature sensor. The transceiver reports the
temperature in°C where 0x00- 0x50 corresponds to 0- 80 °C and 0xD8- 0x00 corresponds to- 40 - 0 °C.

Command: <OxCC> <0xA4>

Number of Bytes Returned: 2

Response: <OxCC> <Tenp

Parameter RangexTemp> = Temperature of module
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Read Temperature at Last Calibration

The OEM Host issues this command to read the temperature of the radio at the time of its last calibration.
The transceiver reports the temperature ifC where 0x00- 0x80 corresponds to 0- 80° C and where 0xD8-
0x00e o ApdaApsk8o0A_kilhaiajpAod0-0%oajp]lpekjA_knnaol kj

Note: 0xD8 is a twos complement representation 0f40 « 0.

Command: <OxCC> <0xA5>

Number of Bytes Returned: 2

Response: <OxCC> <Temp>

Parameter RangexTemp> = Temperature at last calibration

Probe

When the OEM Host issues this command, the transceiver sends out a query every B8 The transceivers
randomly choose a query to respond to. After responding to @robe, the transceiver vll wait at least 10
seconds before responding to another probe.

Note: This command can only be sent from a server radio.

Command: <0xCC> <0x8E> <Probe>
Number of Bytes Returned: 2
Response: <OxCC> <Probe>

Parameter Range:
<Probe> = 0x00: Disable Probéviode
0x01: Enable Probe Mode

Pn]jo_aeran8§oANaol kj oa

S

c

Ql kj Ada]l] nejcApdaAnai kpaApn]jo_aeran8oAlnk”~aA] _gjksha c

Command: N/A
Number of Bytes Returned: 5
Response: <OxCC> <Data> <MAC3> <MC2> <MAC1>
Parameter Range:
<Data> = bit-7: 0 Client
bit-7: 1 Server
bits 6-0: RF Channel
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EEPROM Byte Read

Upon receiving this command, a transceiver will respond with the desired data from the addresses requested
by the OEM Host.SeeEEPROM Parameters

Command: <0xCC> <0xC0> <Start> <Length>
Number of Bytes Returned: 4+

Response: <OxCC> <Start> <Length> <Data>
Parameter Range:

<Start> = Address to begin reading from
<Length> = Length of bytes to read
<Data> = Requested data

EEPROM Byte Write

Upon receiving this command, a transceiver will write the data byte to the specified address but will not echo
it back to the OEM Host until the EEPROM write cycle is complete (tgp 10 ms).

Multiple byte writes of up to 128 bytes are allowed. An EEPROM boundary exists between addresses 0x7F
and 0x80. No single EEPROM write command shall write to addresses on both sides of that EEPROM
boundary. SeeEEPROM Parameters

Note: Only the last byte written will be displayed in the command response.

Command: <OxCC> <0xC1> <Start> <Length> <Data>

Number of Bytes Returned: 4+
Response: <OxCC> <Start> <Length> <Data>
Parameter Range:

<Start> = Address to begin writing from

<Length> = Length of bytes to write

<Data> = Last byte of data written
Reset

The OEM Host issues this command to perform a soft reset of the transceiver. Any transceiver settings
modified by CC commands will revert to thedefault values stored in the EEPROM.

Command: <OxCC> <OxFF>
Number of Bytes Returned: None
Response: None
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API Control

API Control is a powerful featureoffered by the AC4490. When enabled, the API Receive Packet, API
Transmit Packet, APl Send Data Compketand Enhanced API Receive Packet features provide dynamic packet
routing and packet accounting ability to the OEMhost, thereby eliminating the need for extensive
programming on the OEMhost side. API operation utilizes specific packet formats; specifyimgrious vital
parameters used to control radio settings and packet routing on a packety-packet basis. The API features

can be used in any combinationthab e po Apda AKAI 8o0Aol a_ebe_Aj aa  o*

Receive APl Packet

Note: Implemented in firmware v.6.3 and later

Bydefault, the source MAC is not included in the received data string sent to the OEMost. For applications

where multiple radios are sending data, it may be necessary to determine the origin of a specific data packet.

Receive API Packet can be enabled tletermine the sender of a message. This causes theceivingradio to

add] Ada] " anApkApdaAna_aera  Al] _gapA  apl]ehejcApdaAhajcpd.
Theformat of the Receive API Packés:

0x83 Payload Data Length Oaj ~ a n § Payload Data

Note: If Receive API is enabled, the Enhanced API Receive feature should be disabled by cleatifiydsi
the Enhanced API control byteEEPROM address 0xC6.

Enhanced API Receive Packet

Note: Implemented in firmware v.6.7 and later.

When Enhanced API Receive Packet is enabled, all packets received by tifamsceiver include the MAC
address of the source radio as well as an RSSI indicator which can be used to determine the link quality
between the two. API Receive Packet is enabled when Hitof the Enhanced API Control byte is enabled.
Upon receiving a packet the radio sends its OEM Host the packet in the following format:

0x81 Payload Data Length (0x0% 0x50) Laird Use RSSI* SO(l;I’Cf “(;I)A ¢ Payload Data

Note: When both APl Send Daa Complete and API Receive Packet are enabled, the Send Data Complete
will be received before the transceiver sees the Receive API Packet. This may be reversed when the
API Send Data Complete is missed and is being resent after the API Receive Packetéived.

Note: If Enhanced API Receive is enabled, the Receive API feature should be disabledtting&EPROM
byte 0xC1 to OXFF.
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API Transmit Packet

Note: Implemented infirmware v6.7 and later.

API Transmit Packet is a powerful command that allowthe OEM host to dynamicallysend data to a single or
multiple (broadcast) transceives) on a packetby-packet basis. APl Transmit Packet is enabled when-ibof
the Enhanced API Control byt EEPRONbyte 0xC6)is enabled. The OEMhost must use the following format
to transmit a packet over the RRvhen using Transmit API packets:

Payload Data Length Laird Use Transmit Retries/ Destination MAC Pavioad Data
(0Ox01 « 0z50) Broadcast Attempts (2,1,0) y

A If the OEM Host does not encode the header correctlyhe transceiver sendthe entire string (up to 80
bytes) and lools for the header in the next data.

A Although the sevenbytes of overhead are not sent over the RF, they are kept in the buffer until the
packet is sent. Keep this in mind so as not to overruthe 256-byte buffer.

A Setting the Destination MAC to OxFF OxFF OxFRffoadcass the packet to all available transceivers.

0x81

Note: If the OEM host does not properly encode the header of the Tx API packet, the string (up to 80
bytes)is sent to the MAC address from the header of the last known good Tx APl encoded packet.

API Send Data Complete

Note: Implemented in v6.7 of the firmware and later.

API Send Data complete can be used as a software acknowledgement indicator. When a radio sends an
addressed packt it looks for a received acknowledgement (transparent to OEMost). If an
acknowledgement is not received, the packetsretransmitted until one is received or all retrieare used

API Send Data Complete is enabled when b of the Enhanced API Controbyte (EEPROM byte 0xC&3
enabled. The transceiver sends the OENbst the following data upon receiving an RF acknowledge or
exhausting all attempts

0x00: Failure
. *
0x82  LairdUse  RSSI 0x01: Success

A RSSI%s how strong the local transceiver heard the n@ote transceiver.

A Successful RF Acknowledge updates the Success/Failure bit.

A A successs always displayed when sending broadcast packets (after all broadcasgiempts have been
exhausted).
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EEPROMARAMETERS

The OEM Host can program various parametersahare stored in EEPROM which become active after a
power-on reset. Table5 gives the locations and descriptions of the parameters thahe OEM Hostcan read or
write. Factorydefault values are also shown.

WARNING: Do not write to any EEPROM addresses other than those listed below. Do not copy one
om\in”~"dg m"n @@KMJH oj \Vijoc m om\in”~ > dg m \n
Only the Configuration Utility should be used to copy one configuration into another transceiver.

Table5: EEPROM Parameters

Product ID 0x00 40 Product identifier string. Includes revision
information for software and hardware.

Page Rfresh  0x3D 1 0x01- 0x18 Specifies the maximum amount of time a
OxFF transceiver will report InRange without
having heard aserve8 0 A~ a] _kj Af
hop period * value).

Note: Do not set to 0x00.

Stop Bit Delay O0x3F 1 0x00- OxFF For systems empulying the R$485 interface
OXFF or Parity, the serial stop bit might come too
early. StopBit Delay controls the width of
the last bit before the stop bit occurs.

OxFF = Disable Stop Bit Delay (115)
0x00 = (256 * 1.6 ps) + 12ps
0x01 - OXFE = (value * 1.6us)+ 12 us

Channel 0x40 1 0x00- 1x1:0x00 Set 0 = 0x00- OxOF (US/Canada): 1x1/200
Number 0x37 200: 0x00 Set 1 = 0x10- Ox2F (US/Canada): 1x1/1000
1000: 0x10 Set 2 = 0x30- 0x37 Australia:
1x1/200/1000

Server/Client  0x41 1 0x01- 0x02 0x01 = Sewer
Mode 0x02 0x02 = Client
Baud Rate 0x42 1 0x00- OxFC Low byte of the interface baud rate. Default
Low OXFF baud rate is 57600.
Baud Rate 0x43 1 0x00 0x00 High byte of interface baud. Always 0x00.
High
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Control O 0x45 1 0x00- 0x14 Settings are:
OxFF bit-7: One Beacon Mode
0 = Disable One Beacon Mode
1 = Enable One Beacon Mode
bit-6: DES Enable
0 = Disable Encryption
1 = Enable Encryption
bit-5: Syneto-Channel
0 = Disable Syngo-Channel
1 = Enable Syndo-Channel
bit-4: Laird Use Only
bit-3: Laird Use Only
bit-2: Laird Use Only
bit-1: RF Delivery
0 = Transmit using Addressed packets
1 = Transmit using Broadcast packets
bit-0: Laird Use Only
Frequency 0x46 1 0x00- 0x01 Protocol parameter used in conjunction
Offset OxFF with Channel Number to satisfy unique
regulations.
CMD /Data 0x4B 1 OxE3, OxFF 0XE3 = Enable CMD /Data RX Disable
RX Disable OxFF OXFF = DisableCMD /Data RX Disable
Transmit ox4C 1 0x01- 0x10 Maximum number of times a packet is

Retries OxFF transmitted when Addressed packets are
selected.

Note: Do not set to O.

Broadcast 0x4D 1 0x01- 0Ox04 Number of times each packet is transmitted
Attempts OXFF when Broadcast packets are selected.

Note: Do not setto 0.
API Control 0x56 1 0x00- 0x43 Settings are:
OxFF bit-7: Laird Use Only

bit-6: Laird Use Only

bit-5: Unicast Only
0 = Disable Unicast Only
1 = Enable Unicast Only

bit-4: Auto Destination
0 = Use destination address
1 = Use auto destination

bit-3: Client Auto Channel
0 = Disable Auto Channel
1 = Enable Auto Channel

bit-2: RTS Enable

Americas: +1£800-492-2320 Option 2 25 CONNGUIDE_AC4490
Europe: +441628-858-940
Hong Kong: +852-2923-0610

wireless.support@lairdtech.com
www.lairdtech.com/ramp



AC4490 UselGuide
Version 4.2

0 =Ignore RTS

1 = Transceiver obeys RTS
bit-1: Duplex

0 = Half Duplex

1 = Full Duplex

bit-0: Auto Config
0 = Use EEPROM values
1 = Auto Configure values

Interface 0x58 1 0x02- 0x04 Specifies a byte gap timeout, usedh
Timeout OXFF conjunction with RF Packet Size to
determine when a packet coming over the
interface is complete (0.5ms per
increment).
Sync Channel Ox5A 1 0x00- 0x01 Used to synchronize the hopping of
OxFF collocated systems to minimize interference
RF Packet 3e  0x5B 1 0x01- 0x80 Used in conjunction with Interface Timeout;
0x80 specifies the maximum size of an RF packet
Note: Must be set to a minimum of 6 in
order to send the Enter AT command.
CTSOn 0x5C 1 0x01- 0OxD2 CTSwill be deasserted (High) when the
OXFFE transmit buffer contains at least this many
characters.
CTSOn 0x5D 1 0x00- OxAC Once CTS has been deasserted,CTS will
Hysterisis OxFE be reasserted (Low) when the transmit
buffer is contains this many or less
characters.
Max Power 0x63 1 0x00- Setin Used to increase/decrease the output power.
0x60  Production  Note: The transceivers are shipped at
& canvary maximum allowable power.
Modem Mode Ox6E 1 OxE3, OxFF 0oXE3 = Enable ModemMode
OxFF OxFF = Disable Modem Mode
Parity OX6F 1 OxE3, OxFF OXE3 = Enable Parity
OxFF OxFF = Disable Parity
Note: Enabling parity cuts throughput and
the interface buffer size in half.
Destination ID 0x70 6 0x00- OxFF Specifies destination for RF paeéits
OxFF
System ID 0x76 1 0x00- 0x01 Similar to network password. Radios must
OxFF have the same system ID to communicate
with each other.
26 CONNGUIDE_AC4490
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R<185 DE Ox7F 1 OxE3, OxFF OxE3 = GO0 is active Low DE for control of
OxFF external R85 hardware.

OxFF = Disable R&85 DE

MAC ID 0x80 6 0x00 - Factory programmed unique IEEE MAC
OxFF address.

Original Max  Ox8E 1 Setin Copy of original max power EEPROM

Power Production  setting. This may be referenced bushould
& canvary not be modified.

RS485 Ox8F 1 OxE3, OxFF oXE3 = Enable RS485 Modem Mode

Modem Mode OXFF OXFF = Disable RS485 Modem Mode

Product ID 0x90 15 0x90 - 0x93: Product ID
0x94 - 0x95: Prefix (CL, CN, or AC)

0x96 - 0x99: Power (200M, 200A, 1000,
1x1)

Note: There will be a period in front of
the 1x1 to keep the field at four bytes.

0x9A - 0x9C: Interface (232, 485, TTL)

0x9D - Ox9E: Setup script (01 is stock)

0x9F: Reserved for future use; always OxFi
Protocol 0xCO 1 OxE3, oxFF 0XE3 = GOO outputs the Protocol Status

Status / oxFF and GOL1 outputs the Received
Receive ACK Acknowledgement signal

OxFF = Disable Protocol Status / Receive
ACK
Receive API 0xC1 1 OxE3, OxFF OxE3 = Enabled
OxFF OxFF = Disabled

Enhanced APl 0xC6 1 OxF8 Settings are:
Ctrl. bit-7: Enhanced API Control Enable
0 = Enable Enhanced AFControl
1 = Disable Enhanced API Control
bit-6: Laird Use Only
bit-5: Laird Use Only
bit-4: Laird Use Only
bit-3: Laird Use Only
bit-2: Send Data Complete Enable
0 = Disable
1 = Enable
bit-1: API Transmit Packet Enable
0 = Disable
1 = Enable
bit-0: Enharced API Receive Packet Enable
0 = Disable
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1 = Enable
Auto O0xCC 1 OxE3, OxFF oxE3 = Enable Auto Calibrate
Calibrate OxFF OxFF = Disable Auto Calibrate
DES Key 0xDO0 7 0x00 - 56-bit Data Encryption key

OxFF

Radio Interface

The Radio Interface section marges the following settings:

Interface Timeout Interface Timeout specifies a maximum byte gap between consecutive bytes.
When that byte gap is exceeded, the bytes in the transmit buffer are sent out
over the RF as a complete packet. Interface Timeout isjadtable in 0.5ms
increments and has a tolerance of £0.5ns. The Interface Timeout shouldnot be
setbelow 2. The default value for Interface Timeout is 0x04 (&ns) and should be
adjusted accordingly when chaging the transceiver baud rate.

RF Packet Siz RF Packet Size is used in conjunction with Interface Timeout to determine when
to delineate incoming data as an entire packet based on whichever condition is
met first. When the transceiver receives the number of bytes specified by RF
Packet Size withotiexperiencing a byte gap equal to Interface Timeout, that
block of data is processed as a complete packet. Every packet the transceiver
sends over the RF contains extra header bytes not counted in the RF Packet $iz
is much more efficient to send a fav large packets than to send many short

packets.
CTS On/ SeeFlow Control for more information.
CTS On Hysteresis
(Flow Control)
Max Transmit This valuerepresents the maximum number of times a particular data packet will
Retries be transmitted unsuccessfully, or without an acknowledgement, before the
(Forclients and AC4490 discards the packet. The default value is 16 attempts. If communication
serves n Point- is lost and theclient's Link LEDS on, try increasing this value in small increments
to-Point networks until communication is reestablished.
only) Note: Thisvalue is always associated to client radios and server radios in Point

to Point Mobile. The valid range of values for this field is 1 to 255.

Broadcast This value represents the number of times a data packet will be transmitted lay
Attempts (Poirt- transceiver in Broadcast ModeThe default value is 4 attempts. If communication
to-Multipoint is lost and theclients' Link LEDis on, try increasing thisvalue in small increments
only) until communication is reestablishedValid values for this fieldare 1 - 255.

Note: All Broadcast Attempts are used whether the packet was received
without error by the receiving radios or not.
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Stop Bit Delay For systems usig the RS485 interface, the R$485 DE pin might beassertedLow
too quickly at the end of a packet (especially at slower interface baud rates). Sto)
Bit Delay controls how long RS185 DE should be left High at the end of a packet
before dropping it Low and disabling the R$485 driver circuitry. Generally, it
should be set greater than or equal to one bit time (bit time = 1 / baud rate)This
parameter is programmed automatically by the development kit software.

Range Refresh Range Refresh specifies the manum amount of time a client reports in range
without hearing a serverbeacon. Each time theclient hears a beacon, it resets its
Range Refresh timer. If the timer reaches zero, thdient goesout of range, takes
In_Range pin High and enters acquisition mode to find the serveronce again.
The range refresh is equal to the hop period (2ns) x Range refresh value.

Note: Range Refresh should not be set to 0x00.

Radio RF
The Radio RF section manages the following settings:

Client / Server Dedgnates AC4490 type. In each network, there must be only one server. All other
AC4490 units must be programmed as clients. The number of clients in the network
is not limited; however, if performance diminishes, consider additional RF Networks.

RF ChanneNumber A number that designates an independent network of AC4490 units. Up to 32
independent networks can be created.

Note: The valid range of values for this field is 16 to 47.

Sync to Channel Sync-to-channel can be used to synchronize servérequency hopping and prevent
interference between collocated systemsA server transceiver with Synto-Channel
aj]”~ha>AiqopAd]raAepoAOQuj A?2d]jjahhoaj
server with Syneto-Channel enabledmust set its sync channel to a valuéess than its
RF Channel number. Collocated networks using Syfto-Channel must use the same
channel setand system ID.

Note: Syncto-Channel Radio Feature must be enabled.

If server A (with syneto-channel enabled) ca8 gync to server B (on the sync clmael),
server A will beunable to communicate with its clients It must wait until it syncs with
server B (at which point In_Rangés asserted), before establishing communications.
Server B will not be affected and can communicate with its clients.

SeeAppendix |: APIfor further details and sample configuration.
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Max Power Max Power provides a means for controlling the RF output power of the AC4490.
Output power and current consumption can vary by as much as +1% per
transceiver for a particular Max Power setting. Contact Laird for assistance in

adjusting Max Power.

Note: The max power is set during Production and may vary slightly from one
transceiver to another. The max power can be set as low as desiredtbu
should not be set higher than the original factory setting. A backup of the
original power setting is stored in EEPROM address Ox8E.

Output Power
Table6: AC4490-200

0 61 -22 0.01
1 64 -9 0.13
2 65 -3 0.5
3 66 1 1.26
4 67.5 4 2.51
5 70 7 5.01
6 73 9 7.94
7 77 10.5 11.22
8 83 12 15.85
9 88 135 22.39
A 93.5 145 28.18
B 99 155 35.48
C 105 16.5 44.67
D 110.5 17 50.12
E 114.5 175 56.23
F 1175 18.5 70.79
1E 126 195 89.13
60 1275 20 100
Table7: AC4490-1000
'EEPROMValugHex) Current(mA) dBm  mw
0 430 -1 0.79
1 430 9 7.94
2 470 14 25.12
3 520 16.5 44.67
4 560 19 79.43
5 650 20.5 112.2
6 740 22 158.49
7 780 23 199.53
8 870 24.5 281.84
9 950 25 316.23
A 1000 26 398.11
B 1080 26.5 446.68
C 1130 27 501.19
D 1170 27.5 562.34
E 1260 28 630.96
F 1300 28 743
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System ID

A number from 0 to 256 that provides added security to each independent network
of AC4490 units. The System ID is used in camjction with the Channel Number and
serves as an RF password to maintain secure transfers of data. The combination of
the Channel Number and System ID must be unigue to each network of AC4490s to
establish communication. Multiple servers in the same covega area must be
programmed with different Channel Numbers to prevent inoperability of the
networks. The System ID will not prevent inoperability that occurs from locating
multiple servers with the same Channel Number in the same coverage area.

Note: Sepanate Collocated AC4490 networks must operate on different Channel

Networks. All units in a given AC4490 network must have identical Channel
Numbers and System IDs.
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APPENDDX: API

The API feature set of the AC4490 provides powerfuldynamic packet routing capabilities to the OEMhost.
The number of API configurations is endlessinceindividual radios can all be configured differently to suit the
OEMhk o p § 0 Ar ] nTwe gf thefnjost eommon Anplementationsare described in the following pages.

Polling Network

Many applications require multiple locations to report back to a single access point. One soluti@to enter

?kii]j Aik > a(A_d]jcaApdaApn]jo_aeran8oA  aopej]lpekjA] "
normal operation. When it is time to mmmunicate with another transceiver, the processs repeated

However, this method costgime and reduction in throughput sinceunnecessary commands are issued. As an

alternative, the Transmit APl command can be used to control packet routing on a packby-packet basis.

1 2

MAC 12 Q @12 34 A2
AW

MAC 12 34 A3 3 4 MAC 12 34 A4

MAC 12 34 56
Shared Access Point

MAC 12 34 A5 MAC 12 34 A6

Channel: 0x10
System ID: 0x01

Figure3: Polling network

The simplest implementation consists of a smart Shared Access Point (SAP) with a microcontroller or
processorthat has Transmit API enabled. The SAP controls which transceiver(s) eaclkk® is routed to.
Broadcast packets should be used when all remotes are to receive the same messagtdressed packets
should be usedwhen communication with a single remote only is desired. An example of each is shown in
the following sections
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Addressd Transmit AP/
A To poll radio 1, the SAP transmits the packet using the following format:

8106 XX041234A1737461747573
L] L] L I |

Payload Data ="STATUS™
Destination MAC Address
Number of Transmit Retries / Broadcast Attempts
Laird Use
Payload Data Length

A To poll radio 2, the SAP transmits the packet using the following format:

8106 XX041234A2737461747573
L] Ll 1 Il |

Payload Data ="STATUS™
Destination MAC Address
Number of Transmit Retries / Broadcast Attempts
Laird Use
Payload Data Length

A To poll radio 2, the SAP transmits the packet using the following format:

8106 XX041234A4737461747573
LI L]

Payload Data ="STATUS"
Destination MAC Address
Number of Transmit Retries / Broadcast Attempts
Laird Use
Payload Data Length

This continwes until the SAP successfully polls all radios.
Broadcast Transmit AP/

To send out a universal poll request or data packet, the OEM may wish to utilize the broadcast portion of the
Transmit APl commandThe Broadcast command is similar to the addressedmonand. However, you must
set all three Destination MAC Address values tOXFF
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8106 XX04FFFFFF737461747573
LJ Ll 1 J | ]

Payload Data = "STATUS™
Destination MAC Address
Number of Transmit Retries / Broadcast Attempts
Laird Use
Payload Data Length

PdaAnai kpaAnaol kj oaAeoA  al aj " ajpAkjApdaAKAI §oAol a_

are connected to dummy terminals without the intelligence to filter out or append specific portions of a
packet that is transmitted or received. Since theevenbytes of overhead in the Transmit APl command are
not sent over the RF, the remotes receive only the payload dat8TATUSIf auto-destination is enabled on
the remote radio, the transceiver automatically changgits destination address to that of the radiofrom
which it last received a packetWhen the remote device sends its response, i automatically routed back to
the SAP.

Depending on the API configuration ofthe SAP, the packet will be received in one of two formats:

A Receive API
A Time Division Multiple Access Network

Receive API

When Receive API is enabled, the transceiver receitiee reply dataand the MAC address of the source radio.

When Receive APl is enabled, every packet received by the transceissent to the host in the following
format:

83 07 12 34 A1 61 6C 6C 67 6F 6F 64

L1 Il |
Payload Data ="ALLGOOD"
Source MAC Address
Payload Data Length
Enhanced Receive AP/

When Enhanced Receive API is enabled, the transceiver recethe reply dataplus the MAC address of the
source radio and one RSSI val RSSI*s how strong the localtransceiver hearghe remote transceivey.
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81 07 XX XX* 12 34 A1 61 6C 6C 67 6F 6F 64
i 1 | L J L J

Payload Data = “ALLGOOD"™
Source MAC Address

RSSI*
Laird Use
Payload Data Length

It may be useful to the OEM Host to determindrom which radio each packet originated. When Enhanced
ReceiveAPI is enabled, every packet received by the transceivgreceived in the above format.

Normal Receive Mode (nGAPI)

If Receive API is not enabled, the transceiver recadyed a Anal huA ] p] Akj huA$e*a* A" =HHCk
transceiver.With this receive male, the SAP will not know which radio the data was received from and the
messages will have random receipt times depending on which radio was able to control the bandwidth first.

61 6C 6C 67 6F 6F 64
| |

Received Data = "ALLGOOD"

LoopbackRepeater

The simplest repeater to implement is a loopback repeat. A loopback repeater can be created by
_kjja_pejcApdaApn]jo_aeran8§oANT@A]j APT@Ahej aoApkcapda
data to all available transceivers on the network. It is important not to have two loopback repeaters range

of each other as they will continuously transmit data back and forth.

(A) B O,
_______ ) [Pl [
T ] ]

MAC 12 34 56 MAC 12 34 A1 MAC 12 34 A2 MAC 12 34 A3

Loopback Repeater
Figure4: Loopback Repeater

If radios B & C in the above picture are not within range of radio A, they will not be able to receive or
respond to commurications from radio A. A loopback repeater can be added between the three such that it
is in range of both radio A and radios B & C. When the repeater receives a packet from radio A, it will
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transmit the packet out to radios B& C. If the repeater is set t@Broadcast mode, radio A will receive a copy of
each packet that it sends. If the repeater has a specific destination address (i.e. 12 34 A2), then radio A will
not receive the packet as its MAC address will not match the specified destination address.

Time Division Multiple Access Network

For a more intelligent network, aTime Division Multiple Access Network (TDMA)ystem can be implemented.

In this system various radios transmit data to a SAP during an assigned time interval. The system is

synchronoussgp d] pAkj huAkj aAn] " ekAeoApn]joieppejcA]pA] Apei aA] ]
TDMA network, each radio must store its data for the amount of time between its transmissions or bursts. A

typical format for data passing through a SAP is showin Figure5. A frame consists of arriving bursts from

remote radios and each frame is then divided into multiple time slots. The bursts can be of varying lengths

and can be longer for heawvytraffic stations. To prevent overlaps, guard intervals can be inserted to absorb

small timing errors in burst arrivals.

TDMA Frame
- -

GB1| Radio A Data GB Radio B Data GB3| Radio C Data |GB4

|

1 Timeslot

Figure5: Quad Intervals

Example:

A SAPsends broadcast packet which includes a sync pulse
Remote radios hear the sync pulse and joithe session
Radio A transmits during time interval t = 1
Radio B transmits during time interval t = 2
Radio N transmits during time interval t = N« 1

> > >

This type of implementation requires careful planning and should allow enough time for retries if necesy.
When full duplex is enabled, the radio which initiated thesession (SAP) will transmit during the even
numbered hops and the remote radios will transmit only during odd numbered hops.
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APPENDIXI: SYNGTG-CHANNEL

Note: Information furnished by Laid in this specification is believed to be accurate. Devices sold by Laird
are covered by the warranty and patent indemnification provisions appearing in its Terms of Sale
only. Laird makes no warranty, express, statutory, and implied or by description, r@gling the
information set forth herein. Laird reserves the right to change specifications at any time and
without notice. Laird products are intended for use in normal commercial applications.
Applications requiring extended temperature range or unusualrevironmental requirements such as
military, medical lifesupport or life-sustaining equipment are specifically not recommended
without additional testing for such application.

Note: For a period of one (1) year from the date of purchase, Laird warrantle transceiver against
defects in materials and workmanship. Laird will not honor this warranty (and this warranty will be
automatically void) if there has been any: (1) Tampering, signs of tampering, or opening the
pn]jo_aer an8oA_] oadapless arthAablesathck thaA thasddridginally supplied
with the transceivers. (3) Repair or attempt to repair by anyone other than a Laird authorized
technician. This warranty does not cover and Laird will not be liable for, any damage or failure
causedby misuse, abuse, acts of God, accidents, electrical irregularity, or other causes beyond
Laird control, or claim by other than the original purchaser.

Sync to Channel What is it and do | need to use it?

Laird uses frequency hopping protocol with a fixd pseudo-random hopping sequence on our transceivers.
This protocol yields superior interference rejection and multipath immunity. The server sends timing beacons
on a regular interval and clients hear these beacons and synchronize their hopping to the ser.

Though servers cannot send packets to each other, they can hear the timing beacons sent out by other
servers. Normally, the servers ignore these beacons. However, when Sync to Channel is enabled, and a
specific server is designated as the synchroni&at master, the other servers will listen for the beacons from
the master server and then synchronize their hop timing to that server.

Why is this impor:[ant? If two servers (and theirvclientsv) are opera}ing in the same area angl their frequency 5 3
hoppingisnk p Aouj _dnkjeva ApkAa] dAkpdanAep8oAl kooe“haApd] pA
the same time. In severe cases, they could interfere on every frequency, causing veswstommunications.

To avoid this kind of interference, collocated servercan use Sync to Channel. Sync to Channel synchronizes
frequency hop timing between these servers so that they never occupy the same frequersignultaneously

To use Sync to Channel, you should select one server (preferably the most centrally locatedesgno be the

"Dkl AlJopan*©APdeoAoanranAodkgh > AcaAlnkcn]iia  ApkA] Ajq
Syncto-Channeldisabled All other servers in the area should have Sync to Channehabled and have their

SyncChannel set to the RF ChannleNumber of the server chosen as the Hop Master. Preferably, if a server is

outside of the range of the Hop Master Server it can have its Sync Channel set to the RF Channel Number of

another server (with a lower RF Channel Number than its own) that is imnge of, and synchronized to, the

Hop Master server.

The following rules apply to Syneto-Channel:

1. One =rver should perform the function of Hop Master.
2. The Hop Master erver should have its RF Channel Number set to a numericdliy value and should
have Sync toChanneldisabled
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3. ltis preferable that the Hop Master Server be centrally located.

4. All other Sewers in the collocated system €vers that are beingsynchronized to the Hop Master server)
should have Sync taChannelenabled.

5. All other serversin the collocated systemshould have their SyncChannel set to a value lower than their
RF Channel Number.

6. All servers, including the Hop Master erver, should have their RF Channel Numbers separated by a
minimum of 4-5 Channels (i.e. Server 1, Hop Maste= RF Ch 16, Server Z RF Ch 21, Server 3 =RF Ch
. 2 ~tBeavoid inter-channel interference between the radios as they hop through their pseudo
random hopping sequence.

7. If the servers to be synchronizedre in range of the Hop Master erver, t is preferable that their Sync
Channel be set to the RF Cannel Number of the Hop Master grver.

8. If some of the ®rvers to be synchronized are outsidef the range of the Hop Master server, their Sync

Channel should be seto the RF Channel Number of aarver (with alower RF Channel Number than its
own) that is in range of, and ynchronized to, the Hop Master srver.

All collocated servers must be programmed to the same channel set. There are 32 available channels for the
CL4490-1000, asshown in Table8.

Table8: RF Channels forAC4490

0 (AC4490-1x1  0x00 - OXOF 902 - 915 MHz (26 hop bins) US / Canada
AC4490 - 200)

1 (AC4490-1x1  0x10- Ox2F 902 - 928 MHz (50 hop bins) US / Canada

AC4490-200
AC4490 - 1000)

2 (AC4490-1x1  0x30 - 0x37 915 - 928 MHz (22 hop bins) Australia (-1x1/-200/-1000)
AC4490 « 200
AC4490 - 1000)

Sd] pAd] I | aj oAe b Anckodhanreljarfyod agve collbcatdd@earvers? There are good odds
that you will see a decrease in throughput due to the systems trying to occupy the same frequency at the
same time. In severe cases, you could lose communications all together dependinglmw much bandwidth
your system requires. Due to crystal differences between treervers, you may see intermittent interference.
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Server 1:

RF Channel Number: 2
Syne-to-Channel: Disabled
Sync Channel: N/A

Both Servers are
trying to use this
frequency at the

same time.

I

Server 2:

RF Channel Number: 4
Syne-to-Channel: Disabled
Sync Channel: N/A

Frequency >

Figure6: Two servers without Sync fo Channel enabled

Server 2:

RF Channel Number: 4
Sync-to-Channel: Enabled
Syne Channel: 2

Server I:

RF Channel Number: 2
Sync-to-Channel: Disabled
Sync Channel: N/A

il

>

Frequency >

Figure7: Two serves with Sync to Channel enabled

How do | configure Sync to Channel?

To configure Sync to Channel, you must use our OEM configuration softwareoTownload the utility, visit
www.lairdtech.com/ramp and clickthe Product Informationtab. Underneath the Software Downloads
heading, click the Laird Configuration Utility. Download and run the installer file.

You will be prompted to install the software onyour PC. Once the install is completed, you can open the
software from Start-> All Programs-> Laird Technologies Wireless> Laird Technologies Config.exe

Note: Iltems 2-6 in the following list correlate to the numbered items inFigure8.

1. The software will open on the Configure tab and you will need to change to the PC Settings tab at the
top of the window.
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Note: NBAKI pekj oAi aj pekja Aej ApdeoAl nk_a > gnaAnamgenaAp
the Secuity Pane on the PC Settings tab of the Configuration Uttly. To enable the Security
L]ja(AoaaApda AEnallifyée $epuetk fadednkhe asAdadfiguration Utility* ©

N

Select the appropriate product from theProduct drop-down menu (AC4490).

3. Select the COM Port that your radio is connected to. If you are unsure, press the Find Ports button and
the drop down list will be updated with available COM ports.

4. Select the baud rate that matches the baud rate that the radio is programmed to (the default baud ta
for the 4490 family is 57600.

5. Verify that the COM Port selected is ®EN and that CTS Port 1 is LOW.

" Connex4450 Configuration{Test Utility

Configure T Range Test T Terminal/Chat T Command T PC Settings
Port1 Settings Options
(* USB [ COM Port Acel | Find | ©pen Part v Save Settings on Exit
" TCPIIP Port Paortz | Ports | Cloze Port v Readifirite with AT Commands
4 Port Status: Open [~ Use Auto Baud/Port
e |con&: Radioshack USB to Serial ¢ v | [~ Auto Archive EEPROM Settings
- [ Monitor UDP for nevy devices
Baud Rate: |5?EDD j
5’ Parity: |None (recommendecd) j IS
-~ = Product: |Connex4490 j
Handshaking: |Hardware [recommendec) j - '
Data Bits; |® v | StopBits: |1 hd Security \3
[ Disable EEPRONM PRutgction
Port2 Settings
Enabled: v
(+ USB [ COM Port A Find | Open Paott
" TCP!IP Port Potts | Ports | Cloze Port
Port Status: Unavailable 2
~
Port: | ﬂ
Baud Rate: |5?EDD j
Parity: |None (recommendecd) j
Handshaking: |N°“'3 j

1

Data Bits: |5 v stopbits: |1
6 About

Port1: Open [COM18] [57,600] [B-M-1] RTZ Port1: High CTS Portl: Lo
Communications idle

Figure8: PC Settings tab

6. Go to the Configure tab and click theRead Radidoutton at the bottom right of the screen. A message
op]lpejcA" " Na] AOgq__aoobgh©Aodkggh9.A] I 1l alJ]nA]lbpanA] Aoq __
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Full Duplex:

Wigw in Full Window]

In Half Duplex mods, the trensceiver will s=nd 2 pack:

Iz Baud

over the RF immediatzly. This can csuse packets sent st the
s=ma time by 2 Sarver end 2 Clisnt to collida with esch other
over tha BEF. To prawent this, Full Duplex Moda czn be
enzblad. This mods restricts Clisnts to trensmitting on odd
numberad Faquency "bins" and the Sarver to trEnemitting on
aven Eaguency bine, Though the BF herdwae iz still
technicelly helf duplax, it mekes the trenscaiver sesm @il
duplex. This can capse overzll throushputs to be oot in half
Note: All transceivers on the same network must have the

RF Delivery: Addressed

MAC Address: 0050 67 93 54 F6
Firmravare “Yersion: % 8.7-1
DoB.: SMaE012

Version 4.2
0 00 Co ocuration/| ! L1
Configure T Fange Test T TerminaliChat T Camimanc T P Settings
Fadio Interface Radio RF Radio Festures
. . Hex " - Cliert - W Auto Config
Interface Timeowut: | CliertiServer: | J W Full Duplex
| RF Channel humer: |10 Hex [~ Data Encryption
| | v Auto Destinstion
-
| Max Pover: |F“” Povwver j [~ Unicast Only
[~ Auto Channel
Mz Transmit Retries: |1 a Hex System |D: |'I Hex =
| [~ One Beacon Mode
; [FF Hex [~ RT= Enable
Stop Bit Delay: | W sz e
Range Refresh: |48 : [~ 485 DERE
Wireless Configuration and Test Utility &| I Protocal Status
— [ Parity
Ap— Read successful, [ Receive AR

[~ Enhanced APl Enable

mimin

[ Auto Calibrate
[ Long Range

\\Llﬂl

- . Z
e ' | Full Part Mumber: CL4490-1000-232-01
: EEPRCHM 4| A Jcurrent: 0 records found for this radio
GUI Wiewr . .
Edlitar “iew
Port 1 Pairirg ‘ Shaovwy Default | Compare EE ‘ Loz File | Save to File | Prirt ‘ wiite Radio ‘ Read Radic-l

RTS Port1: Lovwr

Port1: Open [COM1E] [57 600] [8-M-1]
Communications icle

CTS Portl: Low

—_——

Figure 9: Configure tab - Read Successful

7. To configure the Hop Master, change the Mode toServerand selectBroadcast Mode Make note of
the RF Channel Number. Once the appropriate changes have been made, press WMete Radiobutton.
A Write Successful prompt will appear after a successful write. Note that the values are shown using
hexadecimal representation; this can be changed to decimal notation by doubldicking on the word
Dat ©A$epAsehhA_d]jcaApkA” @a_ ©%*
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Connex4490 Configuration/Test Utility

Configure T Range Test T TerminaliChat T Command T P Settings
Radio Interface Radio RF Radio Festures
- Lz Hex ) - |=zerver - IV Auto Config
Irterface Timeout: | Clignt/Server: | J ¥ Full Duples
| i el I Hex [~ Data Encryption
) g
| Mai Power: |Fu|| Powier ﬂ ™ Unicast Cnly
-1 Hex r
| System ID: | [ Syncto Channel
Broadcast Attempts: |4 Hex [~ One Beacon Mode
) rF Hex [~ RTS Enable
Stop Bit Delay: | [~ Modem Mode
e e Hex [~ 485 DERE
[~ Protocol Status
[ Parity
' [ Receive 4P|
Info Center Radio Cther

[~ Enhanced APl Enakle

+ Interface Baud; |27 500 > | _Calz Baud

| [ Auto Calibrate
[~ Long Range

717

Artsmpts. RF Celivery: Addressed

Time to trznemit pecket = 20ms * Brosdoast Attempts * MAC Address: 0050 EF 93 84 FE
{Full Duplex + 1) Firmwvare Wersion: % 8.7-1
2 D.OB.: SME82012
Bddennes B AR e 1 Full Part Mumber: CL4450-1000-232-01
: EEPR:OM 14| A jcurrert: 0 records found for this radio L ALd]
GUI Wiewr . )
Edlitar “iew
Part 1 Pairing ‘ Show Default ‘ Compare EE ‘ Load File ‘ Save to File | Prirt ‘ Virite Radio | Fead Radio ‘
Fort1: Cpen [COM1E] [37 600] [5-M-1] RTS Port1: High CTS Port1: Low
Communications idle

Figure 10: Hop Master settings

8. Configure all clients that will communicate with the Hop Master Server as clients in Auto Destination
and with the same RF Channel Number as the Hop Master Servéerqurel11), and then pres the Write
Radiobutton.
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™% Connex4490 Configuration/Test Utility

Configure T Range Test T TerminaliChat T Command T PC Settings
Radio Interface Radio RF Radio Festures
- - Hex . Cliert - |7 Ao Config
Interface Timeaout: | Client/Server: | J W Full Duples
| RF Channel Mumber: |'I a l‘ Data Encryption
| Mz Power: |Fu|| Powrer J / [~ Unicast Cnly
l_ Auta Channel
Wax Transmit Retries: |1 a Hex System IT: |'I

| I_ One Beacon Mode

Stop Bit Delay: |FF Hex F hRdlieEnTT\:J;e
Renge Refrest: |48 Hex [~ 485 DERE
™ Protocol Status
[~ Parity
) [ Receive 4P|
Info Center Radio Cther

[~ Enhanced AP Enabile

.-Lutu:- Destination: Interface Baud: | 27500 ~| CalcBaud

| v Dhastination can |
in Clientz i s the Clisnt to |
at itz Dastin =5 10 the sddress of tha

17171

[ Auto Calibrate
[ Long Range

RF Delivery: Sddressed

MaC Address: 00 50 67 93 A F6
Firtnwvare Yersion: % 8.7-1

DOB: 5M8/2012

Full Part Mumber: CL4490-1000-232-01

- EEPR:Ch 4] 4 currert: 0 records found for this racio AL
GUI Wiewe . )
Editar Wiew

Port 1 Pairing ‘ Sharwy Default | Compare EE | Load File | Save to File | Print ‘ vyrite Radio | Read Fadio |
Port1: Open [COM18] [57,600] [8-h-1] RTS Port1: High CTS Port: Low
Communications idle

Figure11: Client settings

9. Set Server #2 as a server Broadcast Modewith an RF Channel Number at least-4 steps above the
RF Channel Number of the Hop Master. Under the Radio Features section, sethe Sync to Channel
box and in the Radio RF section, set the Sync to Channel to the RF channel of the Hop Mastey (e
12). Press theWrite Radiobutton to write the changes to the radios EEPROM.
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Figure 12: Server #2 settings

10. Configure the clients that will communicate with Server #2 as Clients in Auto Destination and with the
same RF Channel Number as Server #2d{ure13). Press théWrite Radioto write the changes to the
radios EEPROM.
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Figure13: Client settings

11. Repeat step 10 for each server that needs to synchronize to the Hop Master; if the server will not be in
range of the Hop Master Server, set itSync to Channel to the RF Channel Number of another
synchronized Server that is in range of the Hop Master (make sure the RF Channel Number of the
server is higher than the Sync to Channel).

12. Repeat step 11 for all clients that will communicate with each gger.

ES§rabD_kjbecqgna DiubDn] eko(Dsd]pg&8obDjatp;

Once you have configured all radios, your network should be set up similar to the one shovin Figure 14,
The main server or hop master must be powered on anytime thahe other servers are connected to enable
them to synchronize and communicate with their clients. If a centralized network does not work and all
servers are not in range of the hop master, a daisy chain network can be used as showrHigure 15.
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RF Channel: 16

Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Client Radio
RF Channel: 16

Server Radio
RF Channel: 16

Sync-to-Channel: Disabled
Sync Channel: N/A

Figure 14: Sample Centralized Sync to Channel Network configuration
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